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PARENTS’ BILL OF  RIGHTS  
FOR  DATA  PRIVACY  AND  SECURITY  

        
         

       
             

               
          

              
            

        
           

     
 

         
       

            
          

           
        

 
              

     
 

 

       
         

          
   

           
             

               
             

             
 

 
   

 
              

       
 

              
      

To satisfy their responsibilities regarding the provision of education to students in pre-
kindergarten through grade twelve, “educational agencies” (as defined below) in the State of New 
York collect and maintain certain personally identifiable information from the education records 
of their students. As part of the Common Core Implementation Reform Act, Education Law §2-d 
requires that each educational agency in the State of New York must develop a Parents’ Bill of 
Rights for Data Privacy and Security (Parents’ Bill of Rights). The Parents’ Bill of Rights must 
be published on the website of each educational agency, and must be included with every 
contract the educational agency enters into with a “third party contractor” (as defined below) 
where the third party contractor receives student data, or certain protected teacher/principal data 
related to Annual Professional Performance Reviews that is designated as confidential pursuant 
to Education Law §3012-c (“APPR data”). 

The purpose of the Parents’ Bill of Rights is to inform parents (which also 



 

  
     

 

 
 

       
        

             
      

 
      

          
          

       
      

          
       

             
      

          
        

       
            

 
 

          



 

  
     

 

 
 

          
          

        
      

           
     

 

       
   

 

        
 

 
     
     
       
     

       
      
        
   
      

 
           

        
          

 
   

  
 

       
          

        
     

   
 

    
       
   
      

    
           

  
 

 

                
         

A more detailed description of the PPPL is available from the Committee on Open Government of 
the New York Department of State. 



 
 
 

          
              

     
  

         
     

 
 

       
   

 
             
         

          
     

                 
  

 
     

 
 

           
          

        
          

   
          

         
             

      
       

 
         

      
  

         
      

       
 

        
         

          
 

(a) Other information that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in the school community, who does not 
have personal knowledge of the relevant circumstances, to identify the student with 
reasonable certainty; or 
(b) Information requested by a person who the educational agency or institution 
reasonably believes knows the identity of the student to whom the education record 
relates. 

1. What kind of student data is not subject to the confidentiality and security 
requirements of Education Law §2-d? 

The confidentiality and privacy provisions of Education Law §2-d and FERPA extend only to 
PII, and not to student data that is not personally identifiable. Therefore, de- identified data (e.g., 
data regarding students that uses random identifiers), aggregated data (e.g., data reported at the 
school district level) or anonymized data that could not be used to identify a particular student is 
not considered to be PII and is not within the purview of Education Law §2-d or within the scope 
of this Parents’ Bill of Rights. 

2. What are my rights under Education Law § 2-d as a parent regarding my student’s 
PII? 

Education Law §2-d ensures that, in addition to all of the protections and rights of parents under 
-6 (en)-4 (da)4 (r)3 ID 9 >>BDCs 



 
 
 

         
   

      
          

 
 

            
         

        
  

 
            

      
      

       
 

         
        

     
            

          
        

 
         

       
  

            
    

   
          

  
     
             

   
    
    

        
       

        
      

         
       

   

o The policies will also require security measures when providing student data 
to parents, to ensure that only authorized individuals receive such data. A 
parent may be asked for information or verifications reasonably necessary to 
ensure that he or she is in fact the student’s parent and 





 

  
     

 

 
 

            
           
      

 

           
       

              
           



 
 
 

         
 

        
        

         
         

        
           

          
           

 
 

      
 

       
        



 

  
     

 

 

 
          

             
    

 
                

         
 

          
       

                
   

 
            

        
 

 
         

     
            

                
         

            
    

 
      

          
     

 
         

          
  



 
 
 

              
 

 
        

              
            

            
              

 
           

     
       

 
   

  
  

 
         
          

 
           

  
 

      
          

           
    

         
              

          
       

 
        

      
       

      
     

 
         

       
         

      
 

              
          

interest if the official needs to review an education record in order to fulfill his or her professional 
responsibility. 

[Optional] Upon request, the school discloses education records without consent to officials of 
another school district in which a student seeks or intends to enroll, or is already enrolled if the 
disclosure is for purposes of the student’s enrollment or transfer. [NOTE: FERPA requires a 
school district to make a reasonable attempt to notify the parent or student of the records request 
unless it states in its annual notification that it intends to forward records on request.] 

1. The right to file a complaint with the U.S. Department of Education concerning 
alleged failures by the [School] to comply with the requirements of FERPA.  The 
name and address of the Office that administers FERPA are: 

Family Policy Compliance Office 
U.S. Department of Education 400 Maryland Avenue, 
SW Washington, DC 20202 

[NOTE: In addition, a school may want to include its directory information public notice, as 
required by §99.37 of the regulations, with its annual notification of rights under FERPA.] 

[Optional] See the list below of the disclosures that elementary and secondary schools may 
make without consent. 

FERPA permits the disclosure of PII from students’ education records, without consent of the 
parent or eligible student, if the disclosure meets certain conditions found in §99.31 of the 
FERPA regulations. Except for disclosures to school officials, disclosures related to some 
judicial orders or lawfully issued subpoenas, disclosures of directory information, and disclosures 
to the parent or eligible student, §99.32 of the FERPA regulations requires the school to record 
the disclosure. Parents and eligible students have a right to inspect and review the record of 
disclosures. A school may disclose PII from the education records of a student without obtaining 
prior written consent of the parents or the eligible student – 

• To other school officials, including teachers, within the educational agency or 
institution whom the school has determined to have legitimate educational interests. 
This includes contractors, consultants, volunteers, or other parties to whom the school 
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such as the State educational agency in the parent or eligible student’s State (SEA). Disclosures 
under this provision may be made, subject to the requirements of §99.35, in connection with an 
audit or evaluation of Federal- or State-supported education programs, or for the enforcement of 
or compliance th








