ATTACHMENT S
PARENTS’ BILL OF RIGHTS
FORDATA PRIVACY AND SECURITY

To satisfy their responsibilities regarding firevision ofeducatiorto studentsn pre-
kindergarten through gradeelve, “educational agencies” (as defined below) inStagdeof New
York collect and maintain certapersonally identifiablenformation fromthe educatiorrecords
of their students.As partof theCommonCore ImplementatioReformAct, EducationLaw 82-d
requires that each educata agencyn the Stateof New York mustdevelop aParentsBill of
Rights for DataéPrivacyand Security (ParentBill of Rights). The ParentsBill of Rights must
be published on theebsiteof each educational agency, andst bencludedwith every
contractthe educationagency entermto with a“third party contractor” (asefinedbelow)
where the thirgbarty contractoreceives student datar, certain protectedeacher/principal data
relatedto Annual Professional PerformanReviews thats designated asonfidential pursuant
to Education Law 83012APPR data”).

The purpose of the Parents’ Bill of Rightd¢asnform parents (which alsmcludelegal
guardians or persons in parental relation to a student, but generally pate¢hesof a student
whois age eighteeor over) of thdegal requirements regarding privaggcurity and use of
studentdata. In addition tothefederalFamily Educational Rights and Privacy AGERPA),
Education Laws2-d provides important new protectidos studentlata, and new remediés
breaches of the responsibility to maintthie security andonfidentiality ofsuch data.

A. What are theessentialparents’ rights under the Fac.004 Td ulyJ 0.00 &ffew -29.2 [(not)-2 (i)-2 (f)3 (
the_day the school or schatibtrict receives a requeslr access.

2. Therightto requeseamendment of the studengsglucation records th#teparentor
eligible student believes are inaccurate, misleadingtherwisan violation of the
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student’s privacy rights under FERPA. Complete student records are maintained by schools and
school districts and not at NYSED, which is the secondary repository of data, and NYSED make
amendments to school or school district records. Schools and school districts are in the best
position to make corrections to students’ education records.

1.

2.

The right to provide written consent before the school discloses personally
identifiable information (PI1) from the student's education records, except to the
extent that FERPA authorizes disclosure without consent (including but not limited to
disclosure under specified conditions to: (i) school officials within the school or
school district with legitimate educational interests; (ii) officials of another school for
purposes of enrollment or transfer; (iii) third party contractors providing services to,
or performing functions for an educational agency; (iv) authorized representatives of
the U. S. Comptroller General, the U. S. Attorney General, the U.S. Secretary of
Education, or State and local educational authorities, such as NYSED; (iv) (v)
organizations conducting studies for or on behalf of educational agencies) and (vi) the
public where the school or school district has designated certain student data as
“directory information” (described below). The attached FERPA Model Notification
of Rights more fully describes the exceptions to the consent requirement under
FERPA).

Where a school or school district has a policy of releasing “directory information”
from student records, the parent has a right to refuse to let the school or school district
designate any all of such information as directory information. Directory
information, as defined in federal regulations, includes: the student’s name, address,
telephone number, email address, photograph, date and place of birth, major field of
study, grade level, enrollment status, dates of attendance, participation in officially
recognized activities and sports, weight and height of members of athletic teams,
degrees, honors and awards received and the most recent educational agency or
institution attended. Where disclosure without consent is otherwise authorized under
FERPA, however, a parent’s




A more detailed description of the PPPL is available from the Committee on Open Government of
the New York




(a) Other information that, alone or in combination, is linked or linkable to a specific
student that would allow a reasonable person in



o The policieswill also requiresecurity measureshen providing studertata
to parents, to ensure that only authorized individuals receive such data. A
parent may be asked fmformationor verifications reasonably necesstary
ensure thahe or she i fact the student’s pareandis authorizedo receive
such information pursuant to law.

(C) Stateand federal laws protetite confidentialityof Pll, and safeguards associated
with industry standardand best practices)cluding, but notimited to,
encryption, firewalls, and password protection, nfagsh place when data is
stored or transferred.

Education Lawg2-d also specificallprovidescertain limitationson thecollectionof data by
educational agenciescluding, butnotlimited to:

(A) A mandatdhat, except as otherwise specifically authorized by MMSED shall
only collectPll relatingto an educationgurpose;

(B) NYSED mayonly requiredistrictsto submitPlIl, includingdata on disability
statusandstudent suspensions, where such relesassguiredoy law or otherwise
authorized under FERPA and/or the New York State Per8&uivalcy Law; and

(C) Except as requirely lawor in the case of educationahrolimentdata, school
districtsshallnotreportto NYSED studentlata regarding juvenile delinquency
records, criminal records, medical and health recordgsudenbiometric
information.

(D) Parents may access the NYSED Student Data




o Whenappointed, th€hief PrivacyOfficer of NYSED will alsoprovide a
procedure within NYSED whereby parergjdentsteachers,
superintendents, school board membemiscipals, andther persons or
entitiesmayrequesinformation pertaining to studedata or teachesr
principal APPR data iratimely and efficientmanner.

1. Must additional elementsbe includedin the Parents’ Bill of Rights.?

Yes For purposes of further ensuring confidentiality and secaofigtudentdata, as an
appendix taheParentsBill of Rights each contract aeducational agenantersnto with a
third party contractoshall include the following supplemental information:

(A) theexclusive purpose®r which the student data, twacheror principal datawill be
used;

(B) how the third party contractor will ensuteat the subcontractors, persamentities
that thethird party contractorwill sharethe student data or teacher principal data
with, if any, will abide bydata protectiomnd securityequirements;

(C)when theagreementvith thethird party contractorexpires and what happens to the
studentdata or teacher or principal data upon expiration oatireement;

(D)if and how a parent, studegtigible student, teachenr principalmay challege the
accuracyof thestudent datar teacheor principal data thais collected; and

(E) where the studemtataor teacheror principaldatawill be stored(describedn such a
manneras to protect data security), ate



Services ofathird party contractor coverathder Educatiohaw 82-d include, but nolimited
to, datamanagemendr storageservicesconducting studie®r or on behalf ofthe educational
agencyor audit orevaluationof publicly funded programs.

When an educational agency enters into a contridieta third party contractor, undewhichthe
third party contractowill receive






ATTACHMENT

Model Notification of Rights under FERPA for Elementary and Secondary



interestif theofficial needs to review an education recoraiderto fulfill his or her professional
responsibility.

[Optional] Upon request, the school disclosdscation recordaithoutconsento officials of



such as the State educational agendipe parentor eligible student’s State (SEADisclosures
underthis provisionmaybe made, subjetb the requirements of 899.3f connection with an
audit orevaluationof Federal or Statesupported educatigorograms, or for thenforcemenof

or compliancevith Federalegalrequirementsthat relate tahose programs. These entities may
make furthedisclosure®f Pl to outsideentities that are designatbg them
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The hard- copies of the ISR Fs and other documents containing participant’s personally

identifiable information (PII} is stored in locked cabinets at our main office in 105 Earl

Hall, Columbia University. The key is kept in the Executive Director’s office. A key sign
. . . . .
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