
ATTACHMENT S 
PARENTS’ BILL OF RIGHTS 

FOR DATA PRIVACY AND SECURITY 

To satisfy their responsibilities regarding the provision of education to students in pre-
kindergarten through grade twelve, “educational agencies” (as defined below) in the State of New 
York collect and maintain certain personally identifiable information from the education records 
of their students. As part of the Common Core Implementation Reform Act, Education Law §2-d 
requires that each educational agency in the State of New York must develop a Parents’ Bill of 
Rights for Data Privacy and Security (Parents’ Bill of Rights). The Parents’ Bill of Rights must 
be published on the website of each educational agency, and must be included with every 
contract the educational agency enters into with a “third party contractor” (as defined below) 
where the third party contractor receives student data, or certain protected teacher/principal data 
related to Annual Professional Performance Reviews that is designated as confidential pursuant 
to Education Law §3012-c (“APPR data”). 

The purpose of the Parents’ Bill of Rights is to inform parents (which also include legal 
guardians or persons in parental relation to a student, but generally not the parents of a student 
who is age eighteen or over) of the legal requirements regarding privacy, security and use of 
student data. In addition to the federal Family Educational Rights and Privacy Act (FERPA), 
Education Law §2-d provides important new protections for student data, and new remedies for 
breaches of the responsibility to maintain the security and confidentiality of such data. 

A. What are the essential parents’ rights under the Fac.004 Td
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the day the school or school district receives a request for access. 

2. The right to request amendment of the student’s education records that the parent or 
eligible student believes are inaccurate, misleading, or otherwise in violation of the 
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student’s privacy rights under FERPA. Complete student records are maintained by schools and 
school districts and not at NYSED, which is the secondary repository of data, and NYSED make 
amendments to school or school district records. Schools and school districts are in the best 
position to make corrections to students’ education records. 

1. The right to provide written consent before the school discloses personally 
identifiable information (PII) from the student's education records, except to the 
extent that FERPA authorizes disclosure without consent (including but not limited to 
disclosure under specified conditions to: (i) school officials within the school or 
school district with legitimate educational interests; (ii) officials of another school for 
purposes of enrollment or transfer; (iii) third party contractors providing services to, 
or performing functions for an educational agency; (iv) authorized representatives of 
the U. S. Comptroller General, the U. S. Attorney General, the U.S. Secretary of 
Education, or State and local educational authorities, such as NYSED; (iv) (v) 
organizations conducting studies for or on behalf of educational agencies) and (vi) the 
public where the school or school district has designated certain student data as 
“directory information” (described below). The attached FERPA Model Notification 
of Rights more fully describes the exceptions to the consent requirement under 
FERPA). 

2. Where a school or school district has a policy of releasing “directory information” 
from student records, the parent has a right to refuse to let the school or school district 
designate any all of such information as directory information.  Directory 
information, as defined in federal regulations, includes: the student’s name, address, 
telephone number, email address, photograph, date and place of birth, major field of 
study, grade level, enrollment status, dates of attendance, participation in officially 
recognized activities and sports, weight and height of members of athletic teams, 
degrees, honors and awards received and the most recent educational agency or 
institution attended.  Where disclosure without consent is otherwise authorized under 
FERPA, however, a parent’s 



 
 
 
 

A more detailed description of the PPPL is available from the Committee on Open Government of 
the New York 



(a) Other information that, alone or in combination, is linked or linkable to a specific 
student that would allow a reasonable person in 



o The policies will also require security measures when providing student data 
to parents, to ensure that only authorized individuals receive such data. A 
parent may be asked for information or verifications reasonably necessary to 
ensure that he or she is in fact the student’s parent and is authorized to receive 
such information pursuant to law. 

(C) State and federal laws protect the confidentiality of PII, and safeguards associated 
with industry standards and best practices, including, but not limited to, 
encryption, firewalls, and password protection, must be in place when data is 
stored or transferred. 

Education Law §2-d also specifically provides certain limitations on the collection of data by 
educational agencies, including, but not limited to: 

(A) A mandate that, except as otherwise specifically authorized by law, NYSED shall 
only collect PII relating to an educational purpose; 

(B) NYSED may only require districts to submit PII, including data on disability 
status and student suspensions, where such release is required by law or otherwise 
authorized under FERPA and/or the New York State Personal Privacy Law; and 

(C) Except as required by law or in the case of educational enrollment data, school 
districts shall not report to NYSED student data regarding juvenile delinquency 
records, criminal records, medical and health records or student biometric 
information. 

(D) Parents may access the NYSED Student Data 



o When appointed, the Chief Privacy Officer of NYSED will also provide a 
procedure within NYSED whereby parents, students, teachers, 
superintendents, school board members, principals, and other persons or 
entities may request information pertaining to student data or teacher or 
principal APPR data in a timely and efficient manner. 

1. Must additional elements be included in the Parents’ Bill of Rights.? 

Yes. For purposes of further ensuring confidentiality and security of student data, as an 
appendix to the Parents’ Bill of Rights each contract an educational agency enters into with a 
third party contractor shall include the following supplemental information: 

(A) the exclusive purposes for which the student data, or teacher or principal data, will be 
used; 

(B) how the third party contractor will ensure that the subcontractors, persons or entities 
that the third party contractor will share the student data or teacher or principal data 
with, if any, will abide by data protection and security requirements; 

(C) when the agreement with the third party contractor expires and what happens to the 
student data or teacher or principal data upon expiration of the agreement; 

(D) if and how a parent, student, eligible student, teacher or principal may challenge the 
accuracy of the student data or teacher or principal data that is collected; and 

(E) where the student data or teacher or principal data will be stored (described in such a 
manner as to protect data security), and the 



Services of a third party contractor covered under Education Law §2-d include, but not limited 
to, data management or storage services, conducting studies for or on behalf of the educational 
agency, or audit or evaluation of publicly funded programs. 

When an educational agency enters into a contract with a third party contractor, under which the 
third party contractor will receive 





ATTACHMENT 

Model Notification of Rights under FERPA for Elementary and Secondary 



 

 

 

interest if the official needs to review an education record in order to fulfill his or her professional 
responsibility. 

[Optional] Upon request, the school discloses education records without consent to officials of 



 

 

 

 

 

 

 

 

such as the State educational agency in the parent or eligible student’s State (SEA). Disclosures 
under this provision may be made, subject to the requirements of §99.35, in connection with an 
audit or evaluation of Federal- or State-supported education programs, or for the enforcement of 
or compliance with Federal legal requirements that relate to those programs.  These entities may 
make further disclosures of PII to outside entities that are designated by them 



ATTACHMENT S-1 
Attachment To Parents' Bill Of Rights 

For Contracts Involving Disclosure of Certain Personally 
Identifiable Information 

Education Law §2-d, added by Ch. 56 of the Laws of 2014, requires that a Parents' Bill of 
Rights be attached to every contract with a third-party contractor (as defined in the law) which 
involves the disclosure of personally identifiable information (Pil) derived from student education 
records ("Student Data''), or certain teacher/principal infom1ation regarding annual professional 
performance evaluations that is confidential pursuant to Education Law §30212-c C'APPR Data"'). 
Eac.h such Contract must include this completed Attachment to provide speclfic information about 
the use of such data by the Contractor. 

1. Specify whether this Contract involves disclosure to the Contractor of Student Data, APPR 
Data, or both. Nl'SED program ojfice checks applicable hox(,s). 

[g) Disclosure of Student Data 

D Disclosure ofAPPR Data 

'i Describe the exclusive purposes for which the Student Data or APPR Data will be used in the 
erfomrnn-ce of this contract. 

Grantees may potentially use this data to .better inforn1 student intake, assessments, and to better 
match students with appropriate classroom assignments and educational needs. 

3. Identify any subconu-actors or other persons/entities with whom the Contractor will share the 
Student Data or APPR in the performance of this Contract and describe how the Contractor 
wm ensure that such persons/entitles wm abide by the data protection and see-urily 
requirements of the Contract. 

Subcontractors or other entities with whom the Contractor will share data: 

Community Impact does not have a subcontractor or otlter enfities with whom participants' 
PI/ data will be slrnred. However, Community Impact does participate in atte11dance 
verijic(1tion through t/Je TIRA Traiui11g Proi•ider Tracki11g System, All atfendauce data 
provided through tile website is share,/ ill a secure manner, wltic/J includes log ht wit!J a 
unique ID/ pussword. 

lit the event the Contractor engages a Subco11tractor or otlterwise slmres Student Data or 
APPR Data tvitlt anJ' otlter e11tity1 Contractor acknowledges and agrees that before any such 
data is shared wit// a Contractor or another entity, such party must agree in writing u, be 
bound by the co1tf'ulentiality and data protection provisions set forth in this Contract 
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including, but not limited to, the "Data Security and Priv"CJ' Plan" setfortlt br Appendix R. 
Upon termination of tlte agreement between tlte Contractor and a Subcontractor or other 
entity, Contractor acknowledges and agrees that it is responsible for ensuring that all 
Student Data or APPR Data shared by the Contractor must he returned to Contractor or 
otherwise destroyed as provided in Paragraph 4 oft/re "Data Security and Privacy Plan" set 
forth in Appendix R. 

4. Specify the expiration date of the Contract and explain what will happen to the Student Data 
or APPR Data in the Contractor's possession, or the possession of any person/entity described 
in response to Paragraph 3, upon the expiration or earlier termination of the Contract. 

Contract Expiration Date: June 30. 2025 
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The hard-copies ofthe ISRF-, and other documents containing participant's personally 
identifiable information (PII) is stored in locked cabin ell' at ow· main office in 105 Earl 
Hall, Columbia University. The key is kept in the Executive Director's office. A key sign 
out procedure for staffautlwrize,I to access the participant's 1/ata is in place. 

Student Data stored 011 computers follow guidelines setforth by Columbia University 
lnfornu,tion Technology (CUIT) Department. All staffis part ofa centralized identity 
management process and access to all computers and applications is ma11aged through 
user id (UNI ID) /password. All computers are part ofthe Columbia University network. 
All agency data, including participant data, is hacked up periodically and can he recove1·ed 
with assistance from CUIT. 
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